Shavlik Netchk® Configure

Government Edition

Simplify and automate configuration management and compliance auditing.

The Shavlik NetChk Configure Government Edition is the ideal
solution for government agencies and global businesses to
automate IT management operations and provides a simplified
and streamlined path to compliance for IT organizations faced

with multiple security and compliance mandates.

Shavlik NetChk Configure simplifies and automates the critical to
perform tasks of managing configuration settings and compliance
auditing. It enables you to keep up with changes brought by
dynamic networks, meet your compliance objectives, deliver

cost savings by simplifying complex network security using SCAP

protocols, and reduce your risk of exposure.

Fle view Tods bep

-1k o1 Regustoy rameworks) = [iFend
- Boconts Erioce [Py Check Cory
Machine Groups @ @3 Domains.
& :*”" Gioups. ¥ Account Lockout Durglion
e ¥ Account Lockout Theeshold.
Policy & Complian B8 162011 32106 1) ceaets:Adnistte Acoount Staus
[ New Custom Policy... B ek Suoney Accourts: Guest Accours Staus
B tmport Policy... Share Sunmary ‘Accounts: Limk Local Account Use of Blank Passwords to Console Logon Only.
@ Recommended Baseline
e o et Fanane Gusit fcornt
Adriristsor oot S
@Y 11724/2010123412PM (1)
@ NIST/FISMA Baseline 5 Q8 /24200 T3S0 ) [y
@ Focc 1e7 xpse2 Alerer Sevice Safus
wversion_1.1.1.0 ¥ Appication Layer Gateway Service Stalus
@ WIE x64 18 Appicalion Management Service Stetus
USGCB_v1.0.1.0 ASP NET Stse Sanics Sab
@ wreEs [V uk Acoount Logon Everts
USGeB_vi.0.1.0 I fudthccaun Mansgement
@ wrerw [P u Dy Senvice Access
USGCB_v1.0.1.0 B ot LoanEune
Pw Demo. cese
a ¥ Audt Poicy Change
@ cxes P fu piviege se
@ W7 os usGcs Aud Process Tracking.
@ Application Server T eyt
with 115 e Acces of GokelSytem Obicts
@ Pex beseline g A e e o Bk s sk i

R —
Security Best Practice () % policy Check Details

Check Name: .NET Framework Support Service Status.

Scan Resuits @ Operating System: Windows Server 2003, Enterprise Edition P2
(3 View Accounts Local Security Policy Name: NET Framework Support Service
@ View Results Local Security Policy Units:
@ Recent scans Security Template (.inf) Category:[Service General Seting]
@ Vo201 3:21:06 oM Security Template (inf) Phrase:
CORRTSVC

o
QifEmonmm SummaryReport Dl epor

Apply and enforce configuration policies.
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“FASTEST TIME TO VALUE:

“We no longer have to pull operational resources to gather
data for upcoming audits. Shavlik’s solution has provided
us with push-button audit preparation.”

DIRECTOR OF INFORMATION SECURITY, GLOBAL
E-COMMERCE SOLUTIONS PROVIDER

Be ready for your next audit in hours, not days
or weeks

> Reduce Spend - time, money and IT staff while improving the
level of security and conformance with internal policies and

external regulations

> Increase visibility and control over configuration changes
providing measurable proof of effectiveness

> Provide proof of compliance with requirements, including
verifying your antivirus signatures are current

> Centralized management frees up critical IT staff

Better leverage existing systems management
platforms

> Easily access those hard to manage systems through agentless

technology and close their security gaps

> Validate that policy settings, distributed through GPO or other,
were actually implemented

> Clear and direct mapping of configuration settings to internal
policy or regulatory frameworks

Regain control of your configurations

» Establishes a configuration baseline and
then proactively enforces that policy through continuous
assessment of security and configuration controls

> Manages both physical systems and virtual machines,
eliminating the pain points of using multiple tools as you
migrate from physical to virtual worlds

> Simplifies and automates security and IT operations to lower
costs, improve speed, accuracy, productivity, and support

higher scale

> Develops a sustainable configuration management program
through the streamlining of management, audit, and
reporting processes
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Shavlik Netchk® Configure

Government Edition

Easy to configure and manage
> Get up and running in 30 minutes or less

> Industry standard interface - takes the complexity out of
managing configuration settings

> Fastest direct route to policy conformance and regulatory
compliance

> Operationalize security/free up IT staff
Accurate and reliable scanning technology that enforces
corporate security policies

> Automated policy baseline development and enforcement

» Complements and supports GPO, validating network wide that

settings were truly enforced

> Security auditing based on ISO 27002 and NIST 800-53 security
controls

> One of only a few SCAP-validated products that simplifies and
automates both assessment and remediation

> Straightforward and direct mapping of configuration settings to
mandates and industry initiatives such as FDCC or PCl

Highly Flexible Architecture

» Fully automate scanning and remediation for hands-off operation

> Manage physical machines and online virtual machines

> Agentless technology ensures seamless integration/deployment

and network-wide discovery
» Fine grained control over remediation including change
management
Audit Ready Reporting

> Reports are available daily, weekly, and monthly on the latest
threats and vulnerabilities

> Reports directly indicate the degree of compliance with standards

and policies

> Through on-going, real-time management, reports are generated

to provide auditors proof of compliance

Support federal government agency mandates

» Federal Desktop Core Configuration (FDCC)- standardizing the
configuration settings on Windows XP and Vista computers to
strengthen Federal IT security

> United States Government Configuration Baseline (USGCB)
- create security configuration baselines for Windows 7 and

Internet Explorer 8 settings

> Defense Information Systems Agency — Security Technical
Implementation Guide (DISA/STIGs)- requires that systems
shall be configured in accordance with DoD approved security
configuration guidelines
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Compliance Results
o Compliant Checks 61% 173 of 282
& Noncompliant Checks 39% 109 of 282

Executive reporting allows immediate understanding of real-time
compliance status.

FDCC: First Real World Application for the SCAP Protocol
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